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What is an Outlier?
The intuitive definition of an outlier would be “an observation which
deviates so much from other observations as to arouse suspicions
that it was generated by a di�erent mechanism”.

[Haw80]

Simple model example:

take the kNN distance of a point

as its outlier score [RRS00]

Advanced model example:

compare the densities of

neighbors (e.g. LOF [Bre+00])
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Motivation
I many new outlier detection methods developed every year

I many methods are very similar

I some studies about e�iciency [Ora+10; KSZ16]

I specializations for di�erent areas

[CBK09; ZSK12; SZK14b; ATK15; SWZ15]

I evaluation of e�ectiveness remains notoriously challenging

I characterisation of outlierness di�ers from method to method

I lack of commonly agreed upon benchmark data

I measure of success? (most commonly: ROC)
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Selected Methods
We focus on methods based on the k nearest neighbors (same parameter k):

I kNN [RRS00], kNN-weight [AP05]

I LOF [Bre+00], SimplifiedLOF [SZK14b], COF [Tan+02],

INFLO [Jin+06], LoOP [Kri+09]

I LDOF [ZHJ09], LDF [LLP07], KDEOS [SZK14a]

I ODIN [HKF04] (related to low hubness outlierness [RNI14])

I FastABOD [KSZ08] (ABOD variant using the kNN only)

The most popular classic, but also many recent methods.

Global and local methods (as defined in [SZK14b]).

All methods are implemented in the ELKI framework [Sch+15].

Additionally included in next release:

I LIC [YSW09], VoV [HS03], DWOF [MMG13], IDOS [vHZ15]
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Evaluation Measures for Ranking Methods
I Precision@n (with n = |O|):

P@n =
|{o ∈ O | rank(o) ≤ n}|

n
I Average Precision:

AP =
1
|O|

∑
o∈O

P@ rank(o)

I Area under the ROC curve (ROC AUC or AUROC):

ROC AUC := mean
o∈O,i∈I


1 if score(o) > score(i)
1
2 if score(o) = score(i)
0 if score(o) < score(i)

I Maximum F1-Measure (newly added):

Maximum-F1 := max
score

F1(Precision(score),Recall(score))

I + adjusted for chance versions of each.

Adjusted Index =
Index− Expected Index

Maximum Index− Expected Index
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Ground Truth for Outlier Detection?
I every author uses other data sets – no common benchmark data

I classification data (e.g. UCI) usually not usable:

classes are too frequent, and expected to be similar (i.e. no outlier class)

I papers on outlier detection prepare some datasets ad hoc

I preparation involves decisions that are o�en not su�iciently

documented (e.g. normalization, transformation)

I common problematic assumption: downsampling a class yields outliers

We produce data sets similar to existing papers,

but document preprocessing and make the resulting data sets available.

We are also interested in the question:

are these data sets suitable for outlier detection?
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Datasets Used in the Literature
Dataset Preprocessing N |O| A�rib. Version used by

num cat

ALOI 50000 images, 27 a�r. 50000 1508 27 [Kri+11], [Sch+12]

24000 images, 27648 a�r. [dCH12]

Glass Class 6 (out.) vs. others (in.) 214 9 7 [KMB12]

Ionosphere Class ‘b’ (out.) vs. class ‘g’ (in.) 351 126 32 [KMB12]

KDDCup99 U2R (out.) vs. Normal (in.) 60632 246 38 3 [NG10], [NAG10],

[Kri+11], [Sch+12]

Lympho- Classes 1 and 4 (out.) vs. others (in.) 148 6 3 16 [LK05], [NAG10],

graphy [Zim+13]

Pen-Digits Downs. class ‘4’ to 20 objects (out.) 9868 20 16 [Kri+11] [Sch+12]

Downs. class ‘0’ to 10% (out.) [KMB12]

Shu�le Classes 2, 3, 5, 6, 7 (out.) vs. class 1 (in.) [LK05], [AZL06], [NAG10]

Downs. 2, 3, 5, 6, 7 (out.) vs. others (in.) [GT06]

Class 2 (out.) vs. downs. others to 1000 (in.) 1013 13 9 [ZHJ09]

Waveform Downs. class ‘0’ to 100 objects (out.) 3443 100 21 [Zim+13]

WBC ‘malignant’ (out.) vs. ‘benign’ (in.) [GT06]

Downs. class ‘malignant’ to 10 obj. (out.) 454 10 9 [Kri+11], [Sch+12], [Zim+13]

WDBC Downs. class ‘malignant’ to 10 obj. (out.) 367 10 30 [ZHJ09]

‘malignant’ (out.) vs. ‘benign’ (in.) [KMB12]

WPBC Class ‘R’ (out.) vs. class ‘N’ (in.) 198 47 33 [KMB12]
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Semantically Meaningful Outlier Datasets
Dataset Semantics N |O| A�ributes

num. binary

Annthyroid 2 types of hypothyroidism vs. healthy 7200 534 21

Arrhythmia 12 types of cardiac arrhythmia vs. healthy 450 206 259

Cardiotocography pathologic, suspect vs. healthy 2126 471 21

HeartDisease heart problems vs. healthy 270 120 13

Hepatitis survival vs. fatal 80 13 19

InternetAds ads vs. other images 3264 454 1555

PageBlocks non-text vs. text 5473 560 10

Parkinson healthy vs. Parkinson 195 147 22

Pima diabetes vs. healthy 768 268 8

SpamBase non-spam vs. spam 4601 1813 57

Stamps genuine vs. forged 340 31 9

Wilt diseased trees vs. other 4839 261 5
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Example: Annthyroid
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Example: Annthyroid
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Example: Annthyroid
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Example: Annthyroid
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Example: Annthyroid
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Observations
All results are available in the web repository:

http://www.dbs.ifi.lmu.de/research/outlier-evaluation/
I performance trends di�er across algorithms, datasets, parameters, and

evaluation methods

I ROC AUC less sensitive to number of true outliers

I ROC AUC scores across the datasets typically reasonably high

I P@n scores considerably lower for datasets with smaller proportions of

outliers

I AP resembles ROC AUC, assessing the ranks of all outliers, but tends

to be lower with stronger imbalance

I P@n can discriminate between methods that perform more or less

equally well in terms of ROC AUC [DG06]
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Average ROC AUC per Method
aggregated over all datasets

(without duplicates, normalized)
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Average ROC AUC per Method
aggregated over all datasets

(without duplicates, normalized)
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Average ROC AUC per Method
aggregated over all datasets

(without duplicates, normalized)
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Average ROC AUC per Method
aggregated over all datasets

(without duplicates, normalized, at most 5% outliers)
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Average ROC AUC per Method
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Statistical Test
Nemenyi post-hoc test (normalized datasets without duplicates, ALOI and KDDCup99 removed, best achieved quality in terms of ROC

AUC chosen for each dataset independently; results for those datasets with multiple subsampled variants were grouped by averaging the

best results over all variants for each method):

column method is be�er/worse than row method at 90% (‘+’/‘−’) and 95% (‘++’/‘−−’) confidence levels.
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Best Results per Dataset
Average best performance of all methods, per dataset (without duplicates,

normalized). Best results chosen by ROC AUC performance.
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Best Results per Dataset
Average best performance of all methods, per dataset (without duplicates,

normalized). Best results chosen by ROC AUC performance.
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Best Results per Dataset
Average best performance of all methods, per dataset (without duplicates,

normalized). Best results chosen by ROC AUC performance.
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Best Results per Dataset
Average best performance of all methods, per dataset (without duplicates,

normalized). Best results chosen by ROC AUC performance.
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Best Results per Dataset
Average best performance of all methods, per dataset (without duplicates,

normalized). Best results chosen by ROC AUC performance.
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Difficulty and Dimensionality
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ROC AUC scores, for each method using the best k, on the datasets with 3 to 5% of outliers, averaged

over the di�erent dataset variants where available.

The datasets are arranged on the x-axis of the plot from le� to right in order of increasing

dimensionality.
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Suitability of Ground Truth Outlier Labels
Di�iculty for given labels vs. random labels
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Suitability of Ground Truth Outlier Labels
Di�iculty for given labels vs. random labels
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Conclusions
In the publication

G. O. Campos, A. Zimek, J. Sander, R. J. G. B. Campello,

B. Micenková, E. Schubert, I. Assent, and M. E. Houle.

“On the Evaluation of Unsupervised Outlier Detection:

Measures, Datasets, and an Empirical Study”. In: Data
Mining and Knowledge Discovery 30 (4 2016), pp. 891–927.

doi: 10.1007/s10618-015-0444-8
I we discussed evaluation measures for outlier rankings:

P@n, AP, and ROC (AUC)

I we proposed adjustment for chance for P@n and for AP

I we discussed preprocessing issues for the preparation of outlier

datasets with annotatded ground truth and provide 23 datasets in

about 1000 variants

Campos et al. (Erich Schubert) On the Evaluation of Outlier Detection 14.9.2016

http://dx.doi.org/10.1007/s10618-015-0444-8
http://dx.doi.org/10.1007/s10618-015-0444-8
https://doi.org/10.1007/s10618-015-0444-8
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Conclusions
I we tested 12 outlier detection methods on these datasets with a range

of choices for the neighborhood parameter k ∈ [1, . . . , 100]
I we aggregate and analyse the resulting > 1, 3 million experiments and

I summarize the e�ectiveness of the 12 methods

I study the suitability of the datasets for evaluation of outlier detection

I we o�er all results and analyses together with source code online:

http://www.dbs.ifi.lmu.de/research/outlier-evaluation/
I experiments can be easily repeated and extended for other methods

and other datasets

Campos et al. (Erich Schubert) On the Evaluation of Outlier Detection 14.9.2016
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Thank you for your attention!
And many thanks to my collaborators:

I Guilherme O. Campos

I Arthur Zimek

I Jörg Sander

I Ricardo J. G. B. Campello

I Barbora Micenková

I Ira Assent

I Mike E. Houle
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